
973 

Department of Energy Pt. 1045 

§ 1044.11 How do you protect the infor-
mation that you want to disclose? 

To protect classified information and 
unclassified controlled nuclear infor-
mation you plan to disclose, you must: 

(a) Only disclose the information to 
personnel who possess the appropriate 
clearance and need-to-know for the in-
formation disclosed as required in 10 
CFR part 710, after verifying any spe-
cial authorizations or accesses, such as 
Sensitive Compartmented Information, 
Special Access Program, and Weapon 
Data information; 

(b) Use only equipment (such as com-
puters or typewriters) that is approved 
for classified processing for the genera-
tion of classified documents; 

(c) Mark documents as required by 10 
CFR part 1045 (classified information), 
10 CFR Part 1017 (unclassified con-
trolled nuclear information), or as re-
quired by the Office of Classification. 

(d) Use only approved copiers to re-
produce documents; 

(e) Store classified documents in fa-
cilities approved by the U.S. Govern-
ment for the storage of classified mate-
rial; 

(f) Use only approved destruction de-
vices to destroy classified documents; 

(g) Use only appropriate secure 
means, such as secure facsimile or se-
cure telephone, to provide classified in-
formation orally or electronically 
when transmitting or communicating 
that information (e.g. the applicable 
classified mailing address); and 

(h) Follow any additional specific in-
structions from the Office of Health, 
Safety and Security on how to protect 
the information. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.12 What procedures can you in-
voke if you believe you have been 
discharged, demoted, or otherwise 
discriminated against as a reprisal 
for making a protected disclosure? 

If you believe you have been dis-
criminated against as a reprisal for 
making a protected disclosure, you 
may submit a complaint to the Direc-
tor of the Office of Hearings and Ap-
peals, HG–1/L’Enfant Plaza Building, 
U.S. Department of Energy, 1000 Inde-
pendence Avenue SW., Washington, DC 
20585–1615, or you may send your com-

plaint to the Director, Office of Hear-
ings and Appeals, by facsimile to FAX 
number (202) 287–1415. In your com-
plaint, you should give your reasons 
for believing that you have been dis-
criminated against as a reprisal for 
making a protected disclosure, and in-
clude any information you think is rel-
evant to your complaint. The Office of 
Hearings and Appeals will conduct an 
investigation of your complaint unless 
the Director determines your com-
plaint is frivolous. The Director will 
notify you in writing if your complaint 
is found to be frivolous. If an investiga-
tion is conducted, the Director will 
submit a report of the investigation to 
you, to the employer named in your 
complaint, and to the Secretary of En-
ergy, or the Secretary’s designee. The 
Secretary, or the Secretary’s designee, 
will take appropriate action, pursuant 
to 42 U.S.C. 7239(k), to abate any dis-
criminatory actions taken as reprisal 
for making a protected disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 
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Subpart A—Program Management of the 
Restricted Data and Formerly Re-
stricted Data Classification System 

Sec. 
1045.1 Purpose and scope. 
1045.2 Applicability. 
1045.3 Definitions. 
1045.4 Responsibilities. 
1045.5 Sanctions. 
1045.6 Openness Advisory Panel. 
1045.7 Suggestions or complaints. 
1045.8 Procedural exemptions. 
1045.9 RD classification performance eval-

uation. 

Subpart B—Identification of Restricted Data 
and Formerly Restricted Data Information 

1045.10 Purpose and scope. 
1045.11 Applicability. 
1045.12 Authorities. 
1045.13 Classification prohibitions. 
1045.14 Process for classification and declas-

sification of restricted data and formerly 
restricted data information. 

1045.15 Classification and declassification 
presumptions. 

1045.16 Criteria for evaluation of restricted 
data and formerly restricted data infor-
mation. 
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